
Business Challenge

Tufin Orchestration Suite takes a policy-centric approach to cybersecurity to provide visibility 
across heterogeneous and hybrid IT environments, enable end-to-end change automation for 
network and application connectivity and orchestrate a unified policy baseline across the next 
generation network. The result is that organizations can make changes in minutes, reduce the 
attack surface and provide continuous compliance with internal and external/industry regulations. 
The ultimate effect is greater business continuity, improved agility and reduced exposure to 
cybersecurity risk and non-compliance. 

As an open and extensible platform, Tufin Orchestration Suite allows you to make the most of 
your existing technology and security investment and use best of breed products for security 
operations, incident response, vulnerability management, compliance, ticketing systems and 
more. There is a distinct advantage in focusing on our partners’ core competencies integrated 
with Tufin Orchestration Suite to provide solutions that are better together. 

Tufin is committed to partners with best-in-class products, to bring the most value to our mutual 
customers.

Solution: Tufin SecureTrack and EfficientIP SOLIDserver DDI
(DNS-DHCP-IPAM) solution

The combination of Tufin SecureTrack together with EfficientIP SOLIDserver DDI capabilities 
provides an efficient solution for ensuring up-to-date data to meet compliance with internal and 
external regulations.

The SOLIDserver IP Address Management (IPAM) solution keeps the IP “golden records” 
synchronized with Tufin SecureTrack compliance zones by automatically updating network zones 
with every subnet created, modified or deleted. Any operation performed either through the IPAM 
web interface or through SOLIDserver’s rich APIs can trigger notification “events” to Tufin, so that 
SecureTrack can rapidly set up the security rules associated with the subnet.

EfficientIP’s next generation DDI (DNS-DHCP-IPAM) solution includes a centralized repository 
containing the « single source of truth » for any IP data, as well as an IPAM solution for simplifying 
life-cycle management of IP resources from a single pane of glass. Integrating the IPAM to 
orchestration processes brings enhanced efficiency, and guarantees accurate, up-to-date 
configurations which conform to company policies. Network security is improved as a result, 
helping ensure service continuity.

Tufin Orchestration Suite is an integral component to an organization’s security management. 
Combining it with EfficientIP SOLIDserver DDI creates a best of breed solution for controlling and 
deploying firewall rules throughout a company’s infrastructure. Together they ensure that security 
policies defined by each organization are adhered to by proposing error-free and automated real 
time configurations. 
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• Accelerate IT service delivery &   
 increase business agility

• Unify & enforce network security   
 controls across physical, virtual   
 & cloud environments

• Reduce business impact of network   
 downtime

• Ensure continuous compliance & audit  
 readiness
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How it Works  

The diagram below demonstrates how the Tufin and EfficientIP work together to provide automated security compliance.

Tufin SecureTrack, through its deep understanding of the network security ecosystem, combined with the EfficientIP repository of IP information brings 
a leading solution to security automation and compliance auditing activities. EfficientIP IPAM maintains Tufin SecureTrack subnets associated with 
each zone are in sync, through rich API set calls in order to guarantee real-time updates. The list of Tufin SecureTrack network zones is synchronized 
between both systems for easy configuration of subnets in the IPAM.

Benefits

The combined Tufin SecureTrack and EfficientIP DDI solution: 

• Guarantees compliance to unified security policies
• Reduces management complexity
• Brings considerable time savings for network administrators
• Eliminates the risk of misconfiguring subnet addresses within zones

About EfficientIP

EfficientIP is a network automation and security company, specializing in DNS-DHCP-IPAM solutions (DDI), with the goal of helping organizations 
worldwide drive business efficiency through agile, secure and reliable infrastructure foundations. We enable IP communication and simplify network 
management with end-to-end visibility and smart automation, while our patented technology secures DNS services to safeguard data and ensure 
application access. Companies in all sectors rely on our offerings to face the challenges of key IT initiatives such as cloud applications and mobility.

To learn more, please visit: https://www.efficientip.com for more information.

About Tufin

Tufin® is the leader in Network Security Policy Orchestration, serving more than half of the top 50 companies in the Forbes Global 2000. Tufin simplifies 
management of some of the largest, most complex networks in the world, consisting of thousands of firewall and network devices and emerging hybrid 
cloud infrastructures. Enterprises select the award-winning Tufin Orchestration Suite™ to increase agility in the face of ever-changing business demands 
while maintaining a robust security posture. Tufin reduces the attack surface and meets the need for greater visibility into secure and reliable application 
connectivity. Its network security automation enables enterprises to implement changes in minutes with proactive risk analysis and continuous policy 
compliance. Tufin serves over 2,100 customers spanning all industries and geographies; its products and technologies are patent-protected in the U.S. 
and other countries. Find out more at www.tufin.com. 

Learn more about Tufin technology partners on our website.
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